Design, build (or fully spec) and test a small secured API — Project Workbook
Capstone project for “API Development for Beginners” · Data & Tech · Beginner-friendly · Skillnaija (free course, verifiable certificate)
Pass mark: 65% · Submit at www.skillnaija.org → the course → “Submit your project”
How to use this workbook
Certificates on Skillnaija are earned by passing this project, not by finishing the lessons. This workbook is the whole brief in one file so you never have to search for what is required.
· Work through every step below and write your answers under it (type here, or print and write by hand, then photograph).
· Keep evidence as you go: photos, screenshots, spreadsheets, receipts, links. Tick the evidence checklist before you submit.
· Score yourself against the rubric at the end. If you would not give yourself the pass mark, improve the weak part first — you can only resubmit after a fail, not after a pass.
· Then upload this workbook (and your evidence) to Google Drive, make the link PUBLIC using the steps at the end, and paste the link into the submission box together with your write-up.
Your brief — what to submit
A single link to a public GitHub repo OR shared doc that contains: (1) your API design with at least 4 endpoints under a /v1 version prefix using correct REST methods, including at least one query parameter and clearly marked authenticated endpoints; (2) per-endpoint specs with body fields/types, validation rules with their 400 messages, success status codes and one consistent error shape; (3) a README documenting every endpoint with example request and response; and (4) a link to (or export of) your Postman collection with one tested request per endpoint. If you deployed a live API, include its base URL; otherwise the spec plus Postman collection is fully accepted.
What to do, step by step
Step 1 of 6
Choose one simple Nigerian app idea you understand (e.g. a bookshop, a food-vendor order system, a class attendance tracker, a small e-commerce store, or a mini payments-style ledger). In one or two sentences, name the app and the resources (the nouns) your API will manage.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 2 of 6
Design at least FOUR endpoints across your resource(s), following REST: use plural-noun paths under a version prefix (e.g. /v1/products and /v1/products/{id}) and the correct HTTP methods so you cover at least Create (POST), Read (GET list and/or single), Update (PUT/PATCH) and Delete (DELETE). Include at least one useful query parameter (a filter, search or pagination with page & limit) on a GET endpoint.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 3 of 6
Add AUTHENTICATION: mark which endpoints are public and which require a key/token, and show where the secret goes (an Authorization header). State which endpoints return 401 when the key is missing or wrong.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 4 of 6
Specify request and response detail for each endpoint: the JSON body fields with their types and which are required, your validation rules (e.g. 'name is required', 'price must be a positive number') with the exact 400 error they return, the success status code (200/201), and a single consistent error JSON shape used across the whole API.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 5 of 6
Build a Postman collection that tests your API: one saved, clearly named request per endpoint, each with its method, URL, headers (including auth) and example JSON body, plus at least one automated test (e.g. 'status is 200/201'). If you deployed a real coded API, point the requests at your live URL; if you specified it on paper, you may point the same requests at a public practice API (e.g. JSONPlaceholder) to prove the shapes work — either is accepted.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 6 of 6
Document everything in a README (in a public GitHub repo or a shared doc): the app idea, each endpoint (method, path, auth, params/body fields, example request, example success response with status code, and common errors), and a short note on how you'd earn from this skill (a role or freelance gig you'd target, the platform, and rough pay in ₦ and/or $). Share the repo/doc link plus your exported Postman collection link.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Evidence checklist — tick before you submit
	Evidence
	Included? (✓)
	Where is it (file / link / page)

	Step 1 — work and proof
	
	

	Step 2 — work and proof
	
	

	Step 3 — work and proof
	
	

	Step 4 — work and proof
	
	

	Step 5 — work and proof
	
	

	Step 6 — work and proof
	
	

	The final deliverable described in the brief
	
	

	Your write-up (what you did, choices, what you learned)
	
	

	Link tested in an incognito window — opens without sign-in
	
	


How it is graded — score yourself first
The examiner scores each criterion 0–100 and weights them as below. You need 65% overall to pass.
	Criterion
	Weight
	My honest score (0–100)

	REST design — at least 4 endpoints using plural-noun paths, a /v1 version prefix, correct HTTP methods covering create/read/update/delete, and at least one useful query parameter
	25%
	

	Requests, JSON & status codes — well-formed JSON bodies and responses, correct success codes (200/201), and sensible field names/types throughout
	20%
	

	Authentication & error handling — endpoints correctly marked public vs protected with the key/token in an Authorization header, 401 on missing/bad auth, plus validation rules with 400 messages and one consistent error shape
	25%
	

	Postman testing — a clearly organised collection with one named request per endpoint (method, URL, headers, body) and at least one passing automated test
	20%
	

	Documentation & earning note — a clear README documenting each endpoint (method, path, auth, fields, example request/response, errors) plus a realistic note on how to earn from the skill
	10%
	


A useful habit: read each criterion and ask “where in my submission would an examiner SEE this?” If you cannot point to it, it is not there yet.
Your write-up — paste this into the submission box
Keep it under 5,000 characters. Three short parts:
1. What I did
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
2. The choices I made and why
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
3. What I learned and what I would improve next time
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Before you submit — make your link PUBLIC
Learners fail this project for one avoidable reason: the link they paste is private. The examiner and any employer who later views your certificate cannot “request access” — a link that asks for sign-in counts as no submission.
· Google Drive (file or folder): right-click the file → Share → under "General access" change "Restricted" to "Anyone with the link" → role "Viewer" → Copy link. Then open the link in a private/incognito window: if it asks you to sign in or "Request access", it is NOT public yet.
· Google Docs, Sheets or Slides: Share (top right) → "Anyone with the link" → Viewer → Copy link. Same incognito test.
· Dropbox: Share → Create link → make sure it says "Anyone with this link can view".
· OneDrive: Share → "Anyone with the link can view" → Copy link.
· Canva: Share → "Anyone with the link" → Can view → Copy link.
· GitHub: the repository must be Public (Settings → Danger zone → Change visibility). Private repos cannot be opened.
· YouTube or video: "Unlisted" is fine; "Private" is not. WhatsApp links and files sent by chat cannot be graded.
· Photos: put them in one Drive folder shared as above and paste the FOLDER link — not one photo per link.
Final test: paste your link into a private/incognito browser window. If the work opens with no sign-in, you are ready.
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