Build Your Family/Student Digital-Safety Plan — Project Workbook
Capstone project for “Digital Safety for Families & Students” · Data & Tech · Beginner-friendly · Skillnaija (free course, verifiable certificate)
Pass mark: 65% · Submit at www.skillnaija.org → the course → “Submit your project”
How to use this workbook
Certificates on Skillnaija are earned by passing this project, not by finishing the lessons. This workbook is the whole brief in one file so you never have to search for what is required.
· Work through every step below and write your answers under it (type here, or print and write by hand, then photograph).
· Keep evidence as you go: photos, screenshots, spreadsheets, receipts, links. Tick the evidence checklist before you submit.
· Score yourself against the rubric at the end. If you would not give yourself the pass mark, improve the weak part first — you can only resubmit after a fail, not after a pass.
· Then upload this workbook (and your evidence) to Google Drive, make the link PUBLIC using the steps at the end, and paste the link into the submission box together with your write-up.
Your brief — what to submit
A single shareable link (Google Doc or similar) to your family/student digital-safety plan, containing five clearly labelled sections: (1) a password + 2FA audit, (2) the top scams you'll watch for with their tells and your response, (3) the device and privacy settings you'll change, (4) child-safety rules & controls or a student digital-footprint plan, and (5) your house/online rules plus a reporting + victim-support plan.
What to do, step by step
Step 1 of 6
Run a password + 2FA audit (Lesson 2): list your most important accounts (email, bank app, WhatsApp, social media), and for each note whether it now has a strong unique password (state which password manager you set up — e.g. Bitwarden or Google Password Manager) and whether 2FA / two-step verification is turned on. Confirm in your plan that WhatsApp two-step verification is enabled for each family member, and write the family OTP rule ('we never share codes') in your own words.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 2 of 6
Write your 'Top scams we'll watch for' section (Lesson 3): list at least 5 specific scams relevant to your household (e.g. fake scholarship fee, the panic 'your child' call, fake bank/NIN 'update' message, WhatsApp code-takeover, romance/sextortion), and for each give the tell-tale sign and exactly what you'll do instead (e.g. 'pause and call the real number'). Include your family code word for emergencies.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 3 of 6
List the device & privacy settings you will change (Lessons 4 & 7): name at least 6 concrete settings or actions — for example WhatsApp privacy set to 'My Contacts', social accounts set to private with 2FA on, a strong screen lock and Find My Device on, lock-screen previews hidden, app permissions reviewed, and backups enabled. Note which you've already done and which are still to do, with a date.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 4 of 6
If your household includes children, write your child-safety rules and controls (Lessons 5 & 6): the age-appropriate rules, any parental controls you'll use (e.g. Google Family Link / Screen Time / YouTube Kids), screen-time limits, the warning signs you'll watch for, and your no-blame promise. If you have no children, instead write a student digital-footprint section: 3 things you'll stop posting and how you'll clean up and manage your footprint for admissions/employers.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 5 of 6
Write your house/online rules and your reporting + support plan (Lessons 6 & 7): 6–10 clear family or personal rules everyone will follow, plus a short 'if something goes wrong' section listing exactly where and how you'll report (bank first, then EFCC/Police and the platform), what evidence to keep, and how you'll support an affected family member with compassion rather than blame.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Step 6 of 6
Put everything into one clear document (Google Doc or similar) with labelled sections (Password & 2FA Audit; Top Scams; Settings to Change; Children/Footprint; House Rules & Reporting). Set sharing to 'anyone with the link can view' and submit the link. Make sure it's specific to YOUR family or situation, uses real Nigerian tools and channels (naira, real platforms, EFCC/Police), and is something you could actually print and stick on the wall.
Your work:
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Evidence for this step (file name, photo, link):
_____________________________________________________________________
_____________________________________________________________________
Evidence checklist — tick before you submit
	Evidence
	Included? (✓)
	Where is it (file / link / page)

	Step 1 — work and proof
	
	

	Step 2 — work and proof
	
	

	Step 3 — work and proof
	
	

	Step 4 — work and proof
	
	

	Step 5 — work and proof
	
	

	Step 6 — work and proof
	
	

	The final deliverable described in the brief
	
	

	Your write-up (what you did, choices, what you learned)
	
	

	Link tested in an incognito window — opens without sign-in
	
	


How it is graded — score yourself first
The examiner scores each criterion 0–100 and weights them as below. You need 65% overall to pass.
	Criterion
	Weight
	My honest score (0–100)

	Password & 2FA audit — important accounts listed with password-manager and 2FA status, WhatsApp two-step verification confirmed, and the family 'never share OTPs' rule stated
	25%
	

	Scam-awareness section — at least 5 specific, relevant scams with their tell-tale signs and a concrete 'what we do instead' (pause and verify), plus an emergency code word
	25%
	

	Settings to change — at least 6 concrete, correct device and privacy settings/actions (WhatsApp/social privacy, 2FA, screen lock, Find My Device, permissions, backups) with done/to-do status
	20%
	

	Children's safety controls or student digital-footprint plan — age-appropriate rules and named tools (Family Link/Screen Time/YouTube Kids) with warning signs and a no-blame promise, OR a real footprint clean-up plan for admissions/employers
	15%
	

	House rules, reporting & realism — clear practical rules everyone can follow, an accurate Nigerian reporting + victim-support plan (bank, EFCC/Police, platform), all specific to the learner's real household and using real platforms/naira
	15%
	


A useful habit: read each criterion and ask “where in my submission would an examiner SEE this?” If you cannot point to it, it is not there yet.
Your write-up — paste this into the submission box
Keep it under 5,000 characters. Three short parts:
1. What I did
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
2. The choices I made and why
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
3. What I learned and what I would improve next time
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Before you submit — make your link PUBLIC
Learners fail this project for one avoidable reason: the link they paste is private. The examiner and any employer who later views your certificate cannot “request access” — a link that asks for sign-in counts as no submission.
· Google Drive (file or folder): right-click the file → Share → under "General access" change "Restricted" to "Anyone with the link" → role "Viewer" → Copy link. Then open the link in a private/incognito window: if it asks you to sign in or "Request access", it is NOT public yet.
· Google Docs, Sheets or Slides: Share (top right) → "Anyone with the link" → Viewer → Copy link. Same incognito test.
· Dropbox: Share → Create link → make sure it says "Anyone with this link can view".
· OneDrive: Share → "Anyone with the link can view" → Copy link.
· Canva: Share → "Anyone with the link" → Can view → Copy link.
· GitHub: the repository must be Public (Settings → Danger zone → Change visibility). Private repos cannot be opened.
· YouTube or video: "Unlisted" is fine; "Private" is not. WhatsApp links and files sent by chat cannot be graded.
· Photos: put them in one Drive folder shared as above and paste the FOLDER link — not one photo per link.
Final test: paste your link into a private/incognito browser window. If the work opens with no sign-in, you are ready.
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